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Whoami

• Head of security consulting at Emaze
• Contact: david.calligaris@emaze.net

David Calligaris
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Introduction
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Introduction

• This talk will focus on passwords and common pitfalls in today’s
authentication mechanisms

• Why a talk about passwords?

• Passwords (and authentication in general) are a recurring problem

• Password-related problems affect almost any service and system
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Why bothering about password?

• Passwords (and authentication in general) are the main defense
against personification attacks

• Authentication is one the main building blocks of our “digital” lives, both
personal and professional
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Why bothering about password?

• Passwords (and authentication in general) are the main defense
against personification attacks

• Authentication is one the main building blocks of our “digital” lives, both
personal and professional

What happens if someone steals your “favorite” password?
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Why haven’t we solved this yet?

• In our professional experience, about 90% of the systems we exploit
are accessed using weak or default passwords

• What are the reasons behind this problem?
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Why haven’t we solved this yet?

• In our professional experience, about 90% of the systems we exploit
are accessed using weak or default passwords

• What are the reasons behind this problem?

People are lazy, and try to simplify their lives as
much as possible

• Simple passwords are easy to remember
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Why haven’t we solved this yet?

• In our professional experience, about 90% of the systems we exploit
are accessed using weak or default passwords

• What are the reasons behind this problem?

People are lazy, and try to simplify their lives as
much as possible

• Simple passwords are easy to remember

Systems are getting more and more
sophisticated

• A single weak password is enough to

compromise the whole infrastructure
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Case Study #1
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Case Study #2

• London Railway System Password Exposed in TV Documentary
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Other authentication mechanisms

• Why don’t we move to other authentication mechanisms?

• Two-factor authentication is becoming quite common for key services

• Other mechanisms (e.g., biometrics) are not so widespread

• …in the meantime, passwords are anything but dead ☺
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The rise of data leaks

• Data leakages are an (illicit) practice that is becoming more and
more common

• Someone (often “hacktivists”) compromises an Internet-facing server

• Attacks typically rely on trivial vulnerabilities (e.g., Internet-wide scans)

• Attackers dump accessible DBs and publish their contents on the Internet

• In 2014, several big companies were affected by data breaches

• JPMorgan, ~80M personal accounts and 7M SME accounts

• Apple, hundreds of “celebrity” accounts compromised

• Target, 110M record exposed

• eBay, 145M users affected

• …
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The rise of data leaks

• Data leakages are an (illicit) practice that is becoming more and
more common

• Someone (often “hacktivists”) compromise an Internet-facing server

• Attacks typically rely on trivial vulnerabilities (e.g., Internet-wide scans)

• Attackers dump accessible DBs and publish their contents on the Internet

It is quite difficult to estimate the real size of this phenomenon 
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The rise of data leaks
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Consequences of data leaks

Do data leaks affect only the compromised companies?
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Consequences of data leaks

• Unfortunately not…

• People love to reuse the very same password on multiple web sites

• …or just some simple mutations, to cheat password history policies

Do data leaks affect only the compromised companies?
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Password storage
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Password storage

• Most important questions about implementing password-based
authentication are related to storage

• How to persistently store passwords?

• Password storage system should satisfy some obvious requirements

1. The storage format should support the authentication procedure

2. It should be difficult for attackers who access the storage system to

• Retrieve the original passwords

• Reuse the stored password to impersonate legitimate users
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Password storage
Clear-text passwords

• The simplest approach consists in storing passwords in clear-text form

• Also the most insecure solution

• Attackers with access to the database can instantly retrieve user passwords

• Consider that obfuscation is roughly equal to clear-text

• Standard obfuscators are trivial to reverse (e.g., base64)

• Custom methods require a little more effort, but offer no additional
protection

• More secure solution consists in relying on encryption or hashing
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Cryptography crash course
Encryption

• Encryption transforms a plaintext into a ciphertext using a
reversible scheme

• Symmetric, when encryption and decryption keys are the same (e.g., AES)

• Asymmetric, when encryption and decryption keys are different (e.g., RSA)

KE

CiphertextPlaintext

KD

CiphertextPlaintext

Encrypt Decrypt
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Cryptography crash course
Hashing

• Hashing maps arbitrary data to a fixed-size digest value

• Perfect hash functions are one-way (i.e., very difficult to invert)

• Cryptographic hash functions have other useful properties (e.g., pre-image
resistance, plus others)

DigestPlaintext

86fb269d190d2c85f6e0468ceca42a20“Hello world!” MD5
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Password Storage
Crypto is hard!

• Implementing proper cryptosystems is really difficult

• A small mistake could have serious consequences

• Even systems designed by professional cryptographers are sometimes
found to be buggy (e.g., various padding oracle attacks)

• Probably the most important point you should take from this talk is:

Never re-invent crypto!
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Password storage
Encrypted passwords

• The most obvious solution for storing password in a “secure” way
consists in encrypting them

• Does this approach bring any security benefit?

…but where should we keep the encryption keys?
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Password storage
Encrypted passwords

• The most obvious solution for storing password in a “secure” way
consists in encrypting them

• Does this approach bring any security benefit?

• Locally, on the same system where passwords are stored

• How to prevent local attackers from accessing them?

• In short, you can’t

• Storing keys on a remote host won’t help so much

• There must be a way to transfer keys & passwords to/from the remote
machine

…but where should we keep the encryption keys?
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Password storage
A case study

• On October 2013, records about 153M Adobe customers were leaked
on the Internet, including

• E-mail addresses

• Passwords hashed/encrypted with an unknown algorithm

• Password hints
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Password storage 
A case study

• On October 2013, records about 153M Adobe customers were leaked
on the Internet, including

• E-mail addresses

• Passwords hashed/encrypted with an unknown algorithm

• Password hints

Do you see anything suspicious?
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Password storage
A closer look at the Adobe leak

• Look at one of those encrypted passwords

• Base64 encoded

• Apparently password length is not a multiple of a known hash block size
(� encrypted)

• Multiple occurrences, with different “hints”

A sample encrypted password

2aZl4Ouarwm52NYYI936YQ== � base64(d9a665e0eb9aaf09b9d8d61823ddfa61)

• Multiple hints associated to this password hash

• Clear symptom of the lack of password salting

• Sample hints include “adobex2”, “adobe2”, “adobe twice”, “adobe2x”

• Can you guess the password?
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Password storage
A closer look at the Adobe leak
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Password storage
Hashed passwords

• A better approach consists in storing a digest of the password

• Hashing is one-way, thus comparison of the plain-texts is not possible

• Authentication is performed by computing the hash of the input password
and comparing it with the stored value

• Attackers are forced to perform “brute force” attacks

• More about this later

• Other more efficient attacks are sometimes possible, e.g., “pass the hash”

• Not applicable when retrieving the plain-text password is required

• Such cases should be very rare
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Bruteforce
Rainbow tables

• Humongous lists of pre-computed hashes

• If the target hash is in the list, finding a match is almost immediate
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Improving password strength
Server side

• Eventually, it’s in the users’ hand to pick a strong password…

• …is there something we can do server-side, to make users’
passwords harder to crack? Salting!

hash = hash_f( salt + password )
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Improving password strength
Server side

• Eventually, it’s in the users’ hand to pick a strong password…

• …is there something we can do server-side, to make users’
passwords harder to crack? Salting!

hash = hash_f( salt + password )

• Salting consists in adding pseudo-random prefix to the password
before hashing it

• The result is (usually) stored as:

What very useful features does salting grant? Any idea?

$8KvynK2vibPEjVi0/zCKK1$1$j95NGCtk

$ hash$ hash id $ salt 
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Improving password strength
Server side

• Eventually, it’s in the users’ hand to pick a strong password…

• …is there something we can do server-side, to make users’
passwords harder to crack? Salting!

• If two users have the same password, the stored hash is different

• Can an attacker use rainbow tables against salted passwords?

hash = hash_f( salt + password )
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Detecting password issues
Static analyzer

• In order to statically identify issues related to password handling in
software projects, there are a number of properties that can be
checked

• For example a static analyzer could:

1. Identify usage of weak encryption methods (es., md5)

2. Assess the presence of known vulnerabilities in crypto libraries

3. Identify unsafe use of cryptographic methods (es., static salt/IVs)

4. Check code handling password file/DB



3636
© eMaze Networks S.p.A. 2015 – All rights reserved.

Conclusions
Conclusions

• So, how passwords should be stored?

• Prefer salt hash-based schemes

• Never rely on custom obfuscation schemes

• Again: do not re-invent crypto!
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